Wrongful Posting on the Internet
The Privacy You Save Could be Your Own

by Gary D. Nissenbaum and Laura J. Freedman

Ubi Jus Ibi Remedium. (Equity will not suffer a wrong to be without a remedy.)

ree speech on the Internet is not for the faint of

heart. It is a messy, cacophony of both accurate

and inaccurate information blasted about the

ether at the speed of light. While on the one

hand this is clearly evidence that the sweet song

of democracy also can be played electronically,
there are times when the note struck is off key. Pecple can
misuse their free speech rights to post inaccurate and harmful
information on the Internet about someone’s personal, finan-
cial or even sexual life that can cause devastating harm.
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It is black letter law that a person has a First Amendment
right to engage in free speech anonymously.! The authors
believe that attorneys should be zealous advocates of that
right, and hold it sacrosanct; however, when an inaccurate or
exceedingly offensive posting causes harm to another, the law

must provide a remedy that takes into account the rights of

the victim as well.

The courts and legislative bodies have had mixed resuits in
reaching that balance. In order to begin to sort all this out, the
authors have set forth below three fact patterns to illustrate
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It is black letter law that a person has a First Amendment right to engage in free
speech anonymously. [Alttorneys should be zealous advocates of that right, and
hold it sacrosanct; however, when an inaccurate or exceedingly offensive posting
causes harm to another, the law must provide a remedy that takes into account the

rights of the victim as well.

the current state of New Jersey law. Each
of these three scenarios offers a non-
exclusive list of potential remedies. As
the scope of the Internet grows, the
courts and legislative bodies will contin-
ue to refine the law to create a balance
between the rights of the poster of an
Internet communication and those of
the person who is the subject of that
communication.

Scenario #1
Postings That Cause Financial Harm

A client manufactures tires. Someone
anonymously posts in various chat reoms
and blogs a series of false statements that
the tires will blow out at high speeds. The
client assurnes this has been orchestrated by
its main competitor. It has experienced a
number of cancelled orders for tires, citing
the Internet rumor. The client asks if some-
thing can be done.

The Anonymous Speaker

The first order of business will be to
determine the identity of the person
who posted the information. In the
event the poster hosts its own website,
obtaining that information may include
doing
research, including searching domain
registries and reaching out to those par-

some online investigative

ties to obtain identifying information. If
instead, the person is merely posting
comments on an online message board

or third-party website, the investigation -

also may involve filing suit against the
person or entity that owns the website
on which the postings were made.
Notably, under the Communications
Decency Act, the webmaster may have
immunity from damages if the webmas-
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ter is considered to be encompassed by
the highly expansive definition of inter-
active computer service.? However, the
information still may be obtained by
subpoena, subject to a motion to quash,
if appropriate.

In order to issue the subpoena, one
might institute suit for defamation
against a fictitious defendant.® Ultimate-
ly, as set forth above, based upon the
First Amendment right to anonymity,
the identity of the speakers may be
unocbtainable.* In fact, the Appellate
Division has established the following
guidelines for evaluating the rights of
the anonymous speaker in comparison
to the rights of the plaintiff:

[Wlhen faced with an application by a
plaintiff for expedited discovery seek-
ing an order compelling an ISP {Inter-
net service provider] to honor a
subpoena and disclose the identity of
anohymous internet posters who are
sued for allegedly violating the rights
of individuals, corporations or busi-
nesses[, tlhe trial court must consider
and decide those applications by strik-
ing a balance between the well-estab-
lished First Amendment right to speak
anonymously, and the right of the
plaintiff to protect its proprietary inter-
ests and reputation through the asser-
tion of recognizable claims based on
the actionable conduct of the anony-
mous, fictitiously-named defendants.
We hold that when such an applica-
tion is made, the trial court should first
require the plaintiff to undertake
efforts to notify the anonymous posters
that they are the subject of a subpoena

or application for an order of disclo-

sure, and withhold action to afford the
fictitiously-named defendants a reason-
able opportunity to file and serve oppe-
sition to the application....

The court shall also require the
plaintiff to identify and set forth the
exact statements purportedly made by
each anonymous poster that plaintiff
alleges constitutes actionable speech.

The complaint and all information
provided to the court should be care-
fully reviewed to determine whether

plaintiff has set forth a prima facie
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cause of action dgainst the fictitiously-
named anonymous defendants.,,
Finally, assuming the court concludes
that the plaintiff has presented a prima
facie cause of action, the court must bal-
ance the defendant’s First Amendment
right of anonymous free speech against
the strength of the prima facie case pre-
sented and the necessity for the disclo-
sure of the anonymous defendant's
identity to allow the plaintiff to proper-

ly proceed.’

Business Defamation and Tortious
Interference
There are essentially five elements of

a defamation claim: 1) the defendant -

made a defamatory statement of fact; 2)
that fact was “of or concerning” the

plaintiff; 3) the statement was false; 4) it
was made public, or “communicated to
persons other than the plaintiff;” and 3)
the plaintiff incurred damages as a
result.* A plaintiff bears the burden of
proof for each of those elements “by
clear and convincing evidence.”’

The tort of defamation has been held
to apply to business-related speech as
well. The courts have awarded damages
caused to a business's reputation as a
result of a defamatory statement.” How-
ever, in making such an allegation, the
plaintiff must prove additional ele-
ments. Specifically, “[a] plaintiff alleging
trade libel must prove publication of a
matter derogatory to the plaintiff’s

" property or business, of a kind designed

to prevent others from dealing with him
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or otherwise to interfere with plaintiff’s
relations with others.™

The court -elaborated that the state-
ment “must be made to a third person
and must play a material part in induc-
ing others not to deal with plaintiff,”"
Notably, the defendant’s actions also
could constitute tortious interference
with a business opportunity.*

Scenario #2
Postings of a Sexual Nature That
Cause Harm

The same client from Scenario #1 is so
pleased with how his matter was handled,
that ke seeks advice involving his 15-year-
old daughter. Apparently, at her 20-year-old
boyfriend’s request, she posed for a nude
photo for him. He then emailed it to his
friends. The photo has now made its way
onto a number of social networking websites,

The chancery court in Del Mastro v.
Grimado” was presented with a similar
set of facts, albeit offline. There, the
plaintiff had been in a long-term rela-
tionship with the defendant during
which she allowed him to take a series
of provocative photos of her. She alleged
that the boyfriend and/or his sister then
distributed the pictures through Christ-
mas card mailings. Her claims included
intentional infliction of emotional dis-
tress, mental anguish and damage to
reputation.” The court found in the
plaintiff’s favor, and granted compensa-
tory and punitive damages."

False Light Publicity

In the scenario, the daughter arguably
also could try to make a claim that she
was damaged by the boyfriend’s publica-
tion of materials that place her in a “false
light.” The tort essentially prohibits an
individual from giving “publicity to a
matter concerning another that places
the other before the public in a false light
[where:] (a) the false light in which the
other was placed would be highly offen-
sive to a reasonable person, and (b) the
actor had knowledge of or acted in reck-
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less disregard as to the falsity of the pub-
licized matter and the false light in which
the other would be placed.”*

This likely would not work for the
potentiai plaintiff in the above scenario.
Because she posed for the photo, she
likely would have a difficult time argu-
ing the falsity of the subject matter. Sim-
ilar to a defamation claim, “[u]nder New
Jersey law, the falsity of the alleged
statement is an essential element of...a
false light claim.”® However, this could
be relevant in a different scenario,
where a photo was digitally modified to
create a false image.

Invasion of Privacy

While New Jersey does not have a
statutory right of privacy, it does gener-
ally recognize a common law right.

The common law right to privacy is
itself very expansive and recognized by
this state...The cause of action for an
invasion of the right of privacy has
been defined by the Restatement of
Torts as having at least four separate
torts: 1) unreasonable intrusion upon
the solitude of another; 2) unreason-
able publicity given to one's private
life; 3} appropriation of the other’s
name or likeness; and 4) using publici-
ty to place the other in a false light
before the public.”

In the authors’ scenario, the two sep-
arate torts that are implicated are the
intrusion upon the solitude of another
and the publication of private facts.
With regard to intrusion upon the soli-
tude of another, New Jersey has adopted
the restatement rule that “lo]ne who
intentionally intrudes, physically or
otherwise, upon the solitude or sectu-
sion of another or his private affairs or
concerns, is subject to liability to the
other for invasion of his privacy, if the
intrusion would be highly offensive to a
reasonable person.”' Such an intrusion
into one’s privacy can bring about liabil-
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ity, even absent publication.”

Again, the authors can look toward
the court’s holding in Del Mastro, to the
effect that it “is satisfied that the distri-
bution of erotic photographs of plaintiff
in Christmas cards sent to her immedi-
ate family, friends and business contacts
is ‘highly offensive to a reasonable per-
son,’ owing mostly to the nature of the
material distributed, i.e., the contents of
the selected
addressee,” and thus would constitute a
violation of the right to privacy.®

Perhaps even more relevant to the

the photographs and

instant analysis is the invasion of priva-
cy as it relates to the publication of pri-
vate facts. Here, New Jersey also follows
the restatement rule, finding liability for
“/[olne who gives publicity tc a matter
concerning the private life of another is
subject to liability to the other for inva-
sion of his [or her] privacy, if the matter
publicized is of a kind that (a) would be
highly offensive to a reasonable person,
and (b) is not of legitimate concern to
the public.’”?

Clearly, nude pictures of the minor
would be offensive, and are of no con-
cern whatsoever to the public.

The ordinary reasonable man does not
take offense at mention in a newspa-
per of the fact that he has returned
home from a visit, or gone camping in
the woods, or given a party at his
house for his friends. It is quite a dif-
ferent matter when the details of sex-
ual relations are spread before the
public eye, or there is highly personal
portrayal of his intimate private char-

acteristics or conduct.®

Federal Sexual Expfoitation Laws and
the Communications Decency Act

In this fact pattern, because the vic-
tim was a minor there are other laws
relating to child pornography that
would be implicated and arguably pro-
vide a remedy. Probably the most well
known aspect of this body of law is 18

U.5.C. Section 2257, which requires that
any picture of a sexual nature only be
posted if the producer of the content
complies with strict recordkeeping
requirements.” These requirements are
putatively meant to ensure that the per-
son is demonstrably over the age of 18
(though some have argued that it is a
thinly veiled attempt to overly compli-
cate the regulations with which the
adult entertainment industry must com-
ply, in order to impede its growth).

However, other sections of the statute
provide a prohibition on coercing a
minor to engage in sexually explicit con-
duct for the purpose of producing a visu-
al depiction, and likewise provide a
prohibition on the transportation or ship-
ment of that visual depiction (including
shipment via computer).* While this is
generally considered a criminal statute
enforceable only by the Department of
Justice, there is a little-known section that
provides for a private right of action for
viclations of certain aspects of it as well.*

Importantly, a social networking
website would presumably not be able
to claim immunity by virtue of its status
as an Internet service provider, or as
provider or user of an interactive com-
puter service, even as so broadly defined
under the Communications Decency
Act.* That statute specifically states that
its immunity does not extend to crimi-
nal activities.”

Accordingly, in the scenario, there
would be a number of potential claims.
First, the website itself, and/or the per-
son or entity owning the website, would
likely be the subject of a claim for the
failure to maintain the requisite record-
keeping under the statute.® Next, any of
the individuals who participated in for-

‘warding the photo, including the

boyfriend, could be liable for the trans-
portation of the depiction of child
pornography.® Further, the boyfriend
also could be liabie under this statute if
it is determined that he coerced her to
pose for the photo.”
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Scenario #3 _
Death by Internet Posting

A 13-year-old girl was communicating
on the MySpace website with someone she
thought was a boy who was interested in
her. Eventually,
became hostile and he rejected her, suggest-
ing that she kill herself. She was so dis-
traught that she committed suicide, It later
was revealed that there was no boyfriend,

his communications

and the poster was instead a female neigh-
bor, or others using her computer, who had
perpetrated a hoax on the girl.

This is an unfortunately trite scenario
involving the circumstances of the sui-
cide of 13-year-old Megan Meier in Mis-
souri, When this happened a few
months ago, the local prosecutor came
to the conclusion that there was no law
that would su'pport a criminal case
against the neighbor.

In her testimony before a panel seek-
ing to draft a law to provide a remedy
for this harm in the future, Megan's
mother testified, “I can start MySpace
on every single one of you, and spread
rumors about every single one of you,
and what's going to happen to me?
Nothing. People need to realize that this
is 100 percent nof OK; that you're going
to go to jail.” ¥

Criminal Fraud and Harassment

While the Missouri authorities con-
cluded there was no legal means to
redress this wrong, as of this writing the
U.S. Justice Department empanelled a
grand jury to determine if an indict-
ment should issue for criminal fraud.
Interestingly, they are alleging that the
fraud would be deemed to have been
perpetrated upon MySpace. That is
because its terms and conditions of use
include a provision stating the user
agrees it will not violate the proscription
against using MySpace for the purpose
of “attempting to impersonate another
Member or person.”*

Moreover, while the Missouri harass-
ment statute is fairly restrictive, had the
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conduct occurred in New Jersey the

state’s harassment statute would likely -

have prohibited the wrongful conduct,
N.J.S.A. 2C:33-4 states that it applies to
“a communication or communications
anonymously.” The Missouri statute
only applied to written or telephone
communications.*

It also is possible that, had the con-
duct taken place in New Jersey, the
crime of forgery would have applied.
Under NJ.S.A. 2C:21-1, “a person is
guilty of forgery if, with purpose to
defraud or injure anyone, or with
knowledge that he is facilitating a fraud
or injury to be perpetrated by anyone,
the actor...Makes, completes, executes,
authenticates, issues or transfers any
writing so that it purports to be the act
of another who did not authorize that
act or-of a fictitious person,...”* More-
over, the statute also prohibits the pos-
session of a forgery device, which

includes computers.®

Conclusion

There clearly is no general prohibi-
tion against posting anonymous opin-
ions and other information on the
Internet, nor do the authors believe
there should be. However, there are sce-
narios in which the exercise of free
speech crosses the line into the realm of
tortious misconduct. For such miscon-
duct, there should be redress. The
authors believe the law must provide
such a remedy, while appropriately bai-
ancing the civil rights of the person
posting the communication. §2
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